
 
 
FOR IMMEDIATE RELEASE 
  
Redspin Team Member Paper on Digital Forensic Reconstruction Accepted 
at DIMVA 
 
Santa Barbara, CA, March 22, 2006 — Redspin team member has had a paper 
titled, “Digital Forensic Reconstruction and the Virtual Security Testbed ViSe” 
accepted at DIMVA 2006, the SIG SIDAR Conference on Detection of Intrusions 
and Malware & Vulnerability Assessment in Berlin. Redspin security engineer 
and recent DEFCON Capture the Flag contest winner Paul Haas coauthored the 
paper with members of the Reliable Software Group at University of California, 
Santa Barbara. 
 
The paper introduces a novel and time-saving method of reconstructing a digital 
crime scene on a single computer. Traditional digital crime scene reconstruction 
involves recreating the operating systems and network connections on multiple 
machines, and can be both time consuming and expensive. Haas and his 
colleagues recreate all of the machines and their operating systems virtually, 
greatly simplifying and speeding up the process. 
 
“It’s primarily of interest to anyone in law enforcement,” says Haas. “There aren’t 
many labs out there that are able to spend the time or money needed to exactly 
duplicate the complicated networks of computers needed to accurately replicate 
digital crime scenes. Hopefully, this will be of some help to them.” 
 
The paper will be presented at the conference in Berlin in July, 2006. 
 
About DIMVA 
The special interest group Security - Intrusion Detection and Response (SIDAR) 
of the German Informatics Society (GI) organizes DIMVA as an annual 
conference that brings together experts from throughout and outside of Europe to 
discuss the state of the art in the areas of intrusion detection, malware detection, 
and vulnerability assessment. The conference is presented in cooperation with 
IEEE. 
 
About Redspin, Inc. 
Redspin is an independent auditor specializing in network security and 
compliance, providing objective IT security auditing services to financial 
institutions, casinos, e-commerce, ATM providers, Automated Clearing Houses 
(ACHs), utilities, and defense contractors. Redspin has performed penetration 

http://www.redspin.com/


tests, FFIEC IT audits and other services for more than 100 banks and credit 
unions nationwide.  For more information visit www.redspin.com. 
 
Contact 
John Abraham, Redspin, Inc., 805-684-6858, jabraham@redspin.com
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